PEMYBJ/IUKA CPBMIA
AYTOHOMHA MNMOKPAJUHA BOJBOJNHA

MokpajuHcka Bnaga
YIMPABA 3A 3AJEAHUMKE NMOC/1I0BE MOKPAJUHCKUX OPTAHA

AytoMmaTtusaumja disaster recovery
npoLeca y okBupy nHpopMaLUNOHOr
cucrema lNokpajuHcke Bnage

BpaHucnas benvh, annn.en.nHx.



CALPXXAJ

YBoa
CTtakbe npe peanmnsauyumje DR nokauumije
Peannsaunja DR-a

AyToMaTu3laumja DR npoueca (Vmware Site
recovery manager)

D W N R
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YBOA4

« IT cncrtemun nocrajy KpUTUYHU 3a paj Kako

NpUBaTHMX KOMMaHMja, Tako 1 jaBHUX npeay3eha
N ApXXaBHe ynpase

« HeonxogHo 06e36eaAnTU KOHTUHYUPAH paa Tj.
MUHMUMN30BATU U ennMmmnHmncatTmn SPOF

A== VOJVODINA.GOV.F



YBOA4

« llTa je Disaster (kaTtacTtpodanHu gorahaj)?

=== VOJVODINA.GOVF



A== VOJVODINA.GOV.F




YBOA4

« KoMnaHunje koje noroam noTnyHu rybmutak data

centra

e

3ATBOPE CEY POKY
0O 2 TOAWHE

HHUKALl CE HE OTBOPE

Vo
[IYFOPOYHO
NPEXHBE
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Disaster recovery

« HMW3 TexHuKa u npoueaypa 3a onopasak IT
MHPPACTPYKTYpe Ha anTepHAaTUBHO] NOoKaumnijn,
Kaga npuMapHa Jiokauuja HmMje AOoCTynHa Uiun
pacrnosoXxmBa 360r HeKor KatacTtpodasniHor
norabhaja

 Pennukauuja nogaTtaka ca nNpMMapHe CTpaHe Ha
ceKyHAapHy
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Pennnkauyuja

Storage level - HUBO cTOpULIa
Hypervisor level — HUBO xnnepsBu3opa

Application level - AD pennunkauuja, Exchange
DAG, SQL Database Mirroring

3rd party anaTtu

PennnkoBaHe noaaTke MCKOPUCTUTU Kako bu ce
noamMrna NoTNyHo yHKUMOHANIHA BUPTYESHA
MHMpPACTPYKTYpa M TO 3@ NPUXBAT/bUBO BPEME U
Ca WTO MatbMM rybmuTtKoOM nopaTaka
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Ctame npe peanunsauunje DR
nokauuje




Ctarbe npe peanmsaumnje DR nokayuije

« [naBHu npobsieM: HepeayaaHTHOCT CTOpULIA
« 3awTtuTa Ha HMBoy ancka-RAID 5 n EVA sparing
MexaHn3Ma

« OTKa3s cTopuLla, Wacuje nnm KoMniaeTHor cajra
3Ha4mo 6mn oTKa3 cBUX BUTHUX cepBuUCa
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Peannsauunja DR-a

 Ctopuu: HP EVA P6300, 2 x 8 GB FC kKoHTpoNiepa
« HP Blade c3000 wacwuja
- HP Blade cepBepu: 4 cepBepa

2X BL460c G7 2xXeon E5530, 2x146GB HDD,
72GB RAM

2x BL460c G7 1xXeon E5506, 2x146GB HDD,
24GB RAM i 12GB RAM

* MHTEepKOHeKUuuje:
HP pass through Mmoaynu,1x Cisco MDS 9124e FC

« YCnocTaB/bakbe CUMHXPOHE pennukaumije
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LAN
PR Site DR Site -
\
il i Enclosure2 - S
CA00 Etherrnet pass through
x GbE 2 x GbE
srvi
2xFC 2xFC
mode
fiber link <h
Pl
Cisdo MDS
/ \_ ‘ Y
EVA p6300 Storage level
P replication EVA 4400
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NMocnoBHe noTpebe

IMpomuputu IHo0o/b1IaTH IPOLIEHAT MUHMMH30BATH BpeMe
nokpuseHoct DR-om YCHEIIHOCTH OIIOPaBKa onopaBKa

Ocuryparu ucnymeme

TexHuuke norpebe
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Vmware Site recovery manager (SRM)

« DR MeHaLIMeHT peluere

« OmMoryhaBa KOHTpO/Jy 1 ayToMaTmlauujy njaaHoBa
ornopaBKa Yy cny4yajy KatacTtpode

« OMoryhaBa TecTupare njaHoBsa onopaBka 6e3
yTuuaja Ha NpoAyKLMOHO OKpYXeHe

« Kopuctn codtBepcky KOMMOHeHTY Storage
Replication Adapter (SRA)

 SRA oMmoryhaBa uHTepakuunjy namehy SRM-a i
storage KOHTpoOJiepa
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Vmware Site recovery manager (SRM)

« [lpaMaTU4YHO CMakyje TpowkoBe DR-a Kpo3
ayToMaTulauujy ynpas/bakba U TeCTupara U Kpo3
eIMMMHaUnjy KOMNJIeKCHMX npoueaypa, a y Ucto
BpeMe ocurypaBa KpaTKo U npeaBu/bMBO BpeMe
ornopaBka

« [loap>xaBa n vSphere pennnkauujy

- OmMoryhaBa n naaHCKy Murpauujy

- AyTOMaTCKO nopaewaBawe IP agpeca Ha DR cajty
* YnpaB/batbe jeaAHOCTaBHO M3 vSphere KJinjeHTa
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[ToBe3nBare nokauyunja

@ VLENIAK - vapere Liient.
File Edit View Inventory Administration Plug-ins Help

@ €Y Home b &3 Solutionsand Applications b K@ Site Recovery b (I} VCENTAR

B configure Connection

Name IStatus e\ WS e ) Summary - Resource Mappings ' FolderMappings:.' Network Mappings: - PlaceholderDatastores . Alarms ' Permissions
& PIV (Local)

|G PIv-DR

Getting Started with Site Recovery Manager

These steps will help you configure Site Recovery Manager (SRM)
for protection and recovery.

1. Connect the Sites
Set up two way pairing between the sites. Protected Site Recovery Site
e Configure Connection

2 st nventory Wapss DO
Set up inventory mappings between the sites. Set up mappings

for both sites for two-way protection. Protected VMs : :
e Resource Mappings
e Folder Mappings

o Network Mappings

3. Assign Placeholder Datastores
Specify a datastore to use for placeholder VMs. Set a
placeholder datastore at each site in order to perform reprotect

N
and failback. o e s
P > e Placeholder Datastores S
B .

&l sites 4. Configure Array Based Replication

— AAdA an arrsu mananar far hath citae and than anshla tha
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[TpoTeKLuMOHe rpyne

« [lpoTekunoHe rpyne — VM Koje ce 3aje4HOo WTUTE
(Hanase Ha ucTtom datastore-u) mn unjn nogaumn ce

penanKyjy

« HajMaHba normyka jeanHuua — caap>kv jeaaH unu
BuLwe datastore-oBa n cee VM Koje cy Ha HKUMa

e

replicated storage
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[TpoTeKLuMOHe rpyne

@ VCENTAR - vSphere Client = =
File Edit View Ipventory Administration Plug-ins Help
ﬁ |@ Home [ &I Solutions and Applications [ E? Site Recovery [ @ WVCENTAR | Eﬂ' Search Inventory |Q|
@Edit Protection Group
Protection Groups
Name | Summary’: RO EIRLEENEER. Permissions
v [ AllProtection.. sl Machine | Prote... | Recovery Folder | Recovery Resource Pool | Recovery Host Recovery Network -
D Documentus |@ pivsrv21-Pisarnica2-B... 0K PIV-Datacentar-DR Produkcija-DR PIV-Klaster-DR VLAN-2
IJ) File Server 1 Pivsrv46-CmdBuild 0K PIV-Datacentar-DR Produkcija-DR PLV-Klaster-DR WLAN-2
/b, Services 1 & pivsrv47-logger oK PIV-Datacentar-DR PIvV-Klaster-DR PIV-Klaster-DR WLAN-2
| 1) Services 2 & pivsrvi7-wsus oK PIV-Datacentar-DR Produkcija-DR PIV-Klaster-DR WLAN-2
@ pivsrve2-3COM QK PIV-Datacentar-DR Sistemski-DR PIV-Klaster-DR VLAN-252
ﬂl pivsrve1-SCSOL 0K PIV-Datacentar-DR Sistemski-DR PIV-Klaster-DR VLAN-252
h pivsrv3s-sccm 0K PIvV-Datacentar-DR Sistemski-DR PIV-Klaster-DR WLAN-2
< * & GIS-win? aK PIV-Datacentar-DR PIV-Klaster-DR PIV-Klaster-DR DMZ-3-Housing-DR
5 sites 1 pivsrve5-elIS0 0K PIV-Datacentar-DR Produkcija-DR PLV-Klaster-DR WLAN-2
gj Array Managers 51 pivsrv37-AD2-2012 oK PIV-Datacentar-DR Sistemski-DR PLV-Klaster-DR WLAN-2
@ Protection G h pivsrv3GAD1-2012 0K PIv-Datacentar-DR Sistemski-DR PIV-Klaster-DR WLAN-2
&l pivsrve6-DMS-app oK PIv-Datacentar-DR Produkcija-DR PIV-Klaster-DR VLAN-2 b
[5} Recovery Plans < »
Recent Tasks MName, Target or Status contains: - | Clear %
Mame Target | Status | Details | Initiated by | Requested Start Ti... -
L4 >
£ Tasks @ Marms | |PIVibranislav belic 7
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[ThaH onopaBKa

« AyTOMATM30BaHW NJaaH 3a NOTNYHU UK
nennMnyHu onopaeak Ha DR nokauunjy

* Jlncta VM 13 npoTeKUuMoOHUX rpyna, peaocnen
ornopaBka n mehycobHe 3aBUCHOCTU N A0AATHWU
eJlIeMeHTN KOJu MOry Aa ce u3BpllaBajy npe unam
nocne craptosawa VM

« Kpeunpa ce Ha DR nokauuju
« [nobanHu v No anankKauunju
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[ThaH onopaBKa

Test plan

Summary ' Protection Groups | Virtual Machines R g =t History | Permissions

Recovery Step Status
o gj 1. Synchronize Starage

[J) 1.1. Protection Group Services 2
IJ) 1.2. Protection Group File Server
E 2.Restore hosts from standby
E."] 3. Suspend Mon-critical VMs at Recovery Site
- % 4, Create Writeable Storage Snapshot
IJ) 4.1. Protection Group Services 2
[J) 4.2, Protection Group File Server
v % 5.Power On Priority 1VMs
v [ 5.1 pivsrv36AD1-2012
5.1.1. Configure Storage
5.1.2. Configure Test Network
5.1.3. Power On
@ 5.1.4. Wait for VMware Tools
v ' 6. Power On Priority 2 VMs
» [ 6.1 pivsrv37-AD2-2012
v %% 7. Power On Priority 3 VMs
= (G 7.1. pivsrv05-2008
»  [f1 7.2, Pivsrv46-CmdBuild
» (1 7.3. pivsrv61-5CSQL
w &N T4 nivervds-slankorei-?

2 @ @

A== VOJVODINA.GOV.F




[ThaH onopaBKa

iearch Inventory

E I Solutions and Applic
@
uTest acleanup

VM Recovery Properties - pivsnsl-SCsnil
@ Add Pre-power On Step - pivsrv61-5C5QL

Property | Summary

IP Settings - NIC 1

| Changes to these properties v

—Pre-power On Step

Test plan

Protection G
_. Recovery Step

- @ 1. Synchronize Sto

! J 1.1 Protectior

J 1.2, Protectior

@ 2.Restore hostsfr

E“m 3. Suspend Non-cr

= % 4, Create Writeabl

J) 4.1. Protectior

[J) 4.2. Protectior

v ‘@ 5. Power On Priori

» [ 5.1 pivsrv36A

v Ti\j 6. Power On Priorif

» [ 6.1 pivsrv37-

v F 7. Power On Priorii

» [ 7.1 pivsrv05-]

* (51 7.2 Pivsrvdi-(

» (51 7.3. pivsrvéi-

» (51 7.4 pivsreds-

» (51 7.5 pivsrvd7-l

> (G 7.6. GI5win7

» (51 7.7. pivsrv65-

e TR niveruR?4

Summary

Priority Group
WM Dependencies
Shutdown Action
Startup Action

Priority Group 3
MNone
Guest Shutdown

Poweer On

Pre-power On Steps

None

Post Power On Steps

None

—Pre-power On Steps

These steps will run befor

Name

Add...

Type:

Mame:

Content:

Timeaut:

¢ Command on SRM Server

" Prompt (requires a user to dismiss before the plan will continue)

IAdd name of script ar prompt here.

Enter command script or prompt message here,

|5 3: minutes In 3: seconds

Help
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Site Recovery Manager (SRM)
MHPpaCTpyYKTypa

Mokpajurcka snaga SRM cucrem
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Site Recovery Manager (SRM)

A30/10BAQHO TECTHO OKpYXeHe

Bubble network - VLAN 240 Ha KOju Cce KOHEKTY]jYy
OMopaB/beHE MalluHe y TeCT Moay

AyTOMATCKO M3BpLUaBaHe TeCTa
KopucTtu ce storage snapshot TexHosnoruja

AyTOMATCKO YnlIhere TECTHOI OKPYXeHta HaKOoH
M3BpLUEeHba TecTa
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Failover

 [awere 3awTnheHnx VM Ha npuMapHOj CTpaHu
« 3ayCTaB/bakbe penyinkauunje

« PeckeHupame storage-a Kako 6u ce ESXi
XOCTOBMMaA Npe3eHToBa I peniMkoBaHu
datastore-oBwu

« Mount-oBare datastore-ova
 [awere HebuTHnx VM Ha DR nokauuiju
 CrtaptoBawe VM Mo nnaHy

u Test ﬂ Cleanup n Recovery D Reprotect E Cancel
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XBaJjia Ha Na>kmbHu

branislav.belic@vojvodina.gov.rs

021/4874804




